
HEDDA LITWIN, PROJECT COUNSEL & EDITOR MARCH-APRIL 2012

© 2009, NAAG, 2030 M STREET, NW • 8TH FLOOR • WASHINGTON, DC 20036 • (202) 326-6022 • WWW.NAAG.ORG 

TABLE OF CONTENTS The Cyber Crime Newsletter is developed under 

the Cyber Crime Training Partnership between the 

National Association of Attorneys General (NAAG) 

and the National Center for Justice and the Rule of 

Law (NCJRL) at the University of Mississippi School 

of Law.  It is written and edited by Hedda Litwin,  

Cyberspace Law Counsel (hlitwin@naag.org, 202-

326-6022).  

This project is supported by grants provided by 

the Bureau of Justice Assistance.  The Bureau of 

Justice Assistance is a component of the Office of 

Justice Programs, which includes the Bureau of    

Justice Statistics, the National Institute of Justice, 

the Office of Juvenile Justice and Delinquency     

Prevention, and the Office of Victims of Crime.  

Points of view or opinions in this document are 

those of the authors and do not represent the offi-

cial position of the United States Department of Jus-

tice. 

The views and opinions of authors expressed in 

this newsletter do not necessarily state or reflect 

those of the National Association of Attorneys      

General (NAAG).  This newsletter does not provide 

any legal advice and is not a substitute for the     

procurement of such services from a legal            

professional.  NAAG does not endorse or recom-

mend any commercial products, processes, or     

services.  Any use and/or copies of the publication 

in whole or part must include the customary         

bibliographic citation. NAAG retains copyright and all 

other intellectual property rights in the material pre-

sented in the publications. 

In the interest of making this newsletter as use-

ful a tool as possible for you, we ask that you keep 

us informed of your efforts.  Additionally, we would 

like to feature articles written by you.  Please con-

tact us with information, proposed articles and com-

ments about this newsletter.  Thank you. 

 

 BEFORE THE MASSA-

CHUETTS COURTS: 

COMPELLING AN EN-

CRYPTION KEY 
 

By Tom Ralph1 

A Massachusetts trial court recently reported 

a question to the Massachusetts Appeals Court on 

an issue that many prosecutors are encountering 

across the country.  The court phrased the issue this 

way: 

“Can the defendant be compelled pursu-

ant to the Commonwealth’s proposed proto-

col to provide his key to seized encrypted 

digital evidence, despite the rights and pro-

tections provided by the Fifth Amendment to 

the United States Constitution and Article 

Twelve of the Massachusetts Declaration of 
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Rights?”   

The case, Commonwealth v. Gelfgatt, Suffolk 

Superior Court No. SUCR2010-10491, involves a 

defendant charged with numerous counts related to 

his alleged scheme to trick real estate closing attor-

neys into diverting funds to him that had been in-

tended to pay off large mortgages on residential 

properties.  The defendant’s scheme involved the 

creation of seventeen fraudulent assignments relat-

ing to mortgages totaling over fourteen million dol-

lars ($14,000,000.00).  In order to facilitate this 

scheme, the defendant used various computers to 

create fraudulent documents. 

The legal issue concerns whether the compelled 

“act of production” by the defendant of the encryp-

tion key would violate the defendant’s right against 

self incrimination by asserting implicitly that the digi-

tal documents existed, were in the witness’ control, 

and were authentic.  The facts in this case are favor-

able to the Commonwealth because the defendant 

provided a recorded interview in which he admitted 

that the digital evidence was his, that it was encrypt-

ed, and that he knew the password.  Accordingly, the 

Commonwealth will argue that compelling the de-

fendant to produce the encryption key did not vio-

late the defendant’s Fifth Amendment rights be-

cause his act of production would not provide any 

information to the government that was not already 

a “foregone conclusion.” 

Various courts across the country have reached 

different conclusions on this issue.  .  The cases ap-

pear to turn heavily on the specific facts of the given 

cases.  See United States v. Doe, slip op. 11-12268 

(11th Cir. Feb. 23, 2012) (compelled act of produc-

tion of unencrypted files violated defendant’s right 

against self-incrimination when government did not 

previously know that files existed);  United States v. 

Fricosu, No. 10-cr-00509-REB-02, 2012 WL 182121 

(D. Colo. Jan. 23, 2012) (compelled act of produc-

tion of unencrypted portions of computer did not vio-

late Fifth Amendment rights when defendant had 

admitted, “[The content at issue] was on my lap-

top.”] ;  In re  Boucher, No. 2:06-mj-91, 2009 WL 

424718 (D. Vt. Feb. 19, 2009) (compelled act of 

production of unencrypted version of hard drive did 

not violate Fifth Amendment when defendant admit-

ted to possessing computer and government could 

show that defendant knew the password). 

A decision from a Massachusetts appellate court 

should provide prosecutors with additional guidance 

on this new and important issue. 

 

1Tom Ralph is the Chief of the Cybercrime Division in the 

Massachusetts Attorneys General’s Office.  

 

 

ATTORNEYS GENERAL  

FIGHTING CYBERCRIME 

 

ARKANSAS 

 Attorney General Dustin McDaniel’s Cyber 

Crimes Unit agents arrested brothers Wendel and 

William Smith on 20 counts and five counts, respec-

tively, of possession of child pornography, a Class C 

felony.  A forensic examination of electronic evi-

dence seized from their residence indicated that 

multiple images of child pornography were on the 

brothers’ computers.  Special Agent Wes Baxter of 

Attorney General McDaniel’s Office began investigat-

ing the men after suspecting they had child pornog-

raphy, and agents executed a search warrant at 

their residence and seized the brothers’ computers 

and other electronic evidence.  The Crawford County 

Sheriff’s Office and Prosecuting Attorney’s Office 

assisted in the investigation and arrest.  The latter 

office will prosecute the case. 

 

DELAWARE   

 Attorney General Beau Biden announced 

that the Delaware Child Predator Task Force arrest-
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ed Bruce Dale following an investigation of child por-

nography images on Dale’s personal computer.  

Dale admitted during an interview with investigators 

that he was the sole user of the computer.  A foren-

sic examination of Dale’s computer revealed that 

images of child pornography had been downloaded 

from the Internet, and it uncovered 25 images of 

child pornography as well as an attempt to wipe the 

computer’s hard drive.  Based on the interview and 

forensic examination, Child Predator Task Force per-

sonnel and a State Police trooper arrested Dale and 

executed a search warrant at his residence.  Dale 

was charged with 25 counts of possession of child 

pornography.       

 

ILLINOIS 

 Attorney General Lisa Madigan’s investiga-

tors joined investigators with the South Jacksonville 

Police Department and the Morgan County State’s 

Attorney’s Office to arrest Bobby Lawson, Jr. after a 

search of Lawson’s residence pursuant to a search 

warrant revealed two laptop computers allegedly 

containing child pornography.  The arrest is the re-

sult of joint investigations by authorities on Illinois 

and South Dakota through partnerships among the 

states’ Internet Crimes Against Children (ICAC) Task 

Forces.  The State’s Attorney’s Office is prosecuting 

the case. 

 

KANSAS 

 Attorney General Derek Schmidt announced 

that Byron Johnson was found guilty of two counts of 

child pornography after pleading no contest.  The 

victim was four years old at the time.  The case was 

investigated by the Chanute and Iola Police Depart-

ments with assistance from the Wichita-Sedgwick 

County Exploited and Missing Child Unit and the 

Heart of America Regional Computer Forensic Labor-

atory in Kansas City, Missouri.  Assistant Attorney 

General Christine Ladner prosecuted the case. 

KENTUCKY 

 Attorney General Jack Conway announced 

that Roger Cropper was sentenced to seven years in 

prison after he pled guilty to one count each of pos-

session and distribution of child pornography.  Crop-

per will also be required to register as a lifetime sex 

offender.  The charges resulted from an undercover 

investigation by Attorney General Conway’s Cyber-

crimes Unit.  A search warrant was executed at Crop-

per’s residence with the assistance of the Russel-

ville Police Department.  The Commonwealth’s Attor-

ney for the 7th Judicial Circuit prosecuted the case.       

 

LOUISIANA 

 Attorney General Buddy Caldwell announced 

that Kristopherson Pitre was arrested and charged 

with violating state statutes against pornography 

involving juveniles, indecent behavior with juveniles 

and computer-aided solicitation of a minor.  His ar-

rest was the result of a joint investigation involving 

Attorney General Caldwell’s High Technology Crime 

Unit, the Alexandria City Police and the Rapides Par-

ish Sheriff’s Office.  Pitre’s chat with an undercover 

agent led to the execution of a search warrant at his 

residence.    

 

MASSACHUSETTS  

 Attorney General Martha Coakley announced 

that State Police assigned to her office arrested Al-

exander Logan on charges of possession of child 

pornography.  State Police assigned to the Middle-

sex District Attorney’s Office and the Ashland Police 

Department assisted with the arrest.  The Massa-

chusetts Internet Crimes Against Children (ICAC) 

Task Force had obtained information about a com-

puter in the area that contained known child pornog-

raphy, and State Police assigned to Attorney General 

Coakley’s Office tracked the computer system to Lo-

gan’s residence and obtained a search warrant for 

that computer, where images of child pornography 
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were discovered.  Investigators from Attorney Gen-

eral Coakley’s Computer Forensics Lab participated 

in the case.  The case is being prosecuted by Assis-

tant Attorney General Christopher Kelly of Attorney 

General Coakley’s Cyber Crime Division.       

 

NEW JERSEY 

 Attorney General Jeffrey Chiesa announced 

the arrests of 26 men and one woman on charges of 

distribution and possession of child pornography 

pursuant to a three-month, multi-agency investiga-

tion dubbed Operation Watchdog. Detectives were 

able to link all arrested subjects through their use of 

the Internet to download and distribute images of 

known child pornography.  The Operation Watchdog 

investigation was coordinated by the State Police 

Digital Technology Investigations Unit, with integra-

tion of more than 100 troopers, agents, detectives 

and officers from 21 law enforcement agencies.  

They executed search warrants in 26 different 

towns, with all of the warrant entries made by the 

State Police T.E.A.M.S. Unit.  Attorney General 

Chiesa’s Division of Criminal Justice, under Director 

Stephen Taylor, prepared the warrants and will pros-

ecute the charges.  All partner agencies in Operation 

Watchdog are members of the New Jersey Internet 

Crimes Against Children (ICAC) Task Force.  Agents 

from Immigrations and Customs Enforcement and 

the FBI assisted with the investigation and warrant 

execution.  Additionally, the State Police Polygraph 

Unit interviewed subjects following execution of 

search warrants, and its Evidence Management Unit 

helped catalog the computer-related evidence.      

 

NEW MEXICO   

 Attorney General Gary King’s Prosecutions 

Division announced that Richard Madrid was 

charged by a grand jury with nine counts of distribu-

tion of child pornography.  Internet Crimes Against 

Children (ICAC) Task Force member agents from the 

Department of Homeland Security and the State Po-

lice arrested Madrid at his place of employment.    

 

NEW YORK 

 Attorney General Eric Schneiderman an-

nounced that more than 3,500 accounts of New 

York registered sex offenders have been purged 

from online video game platforms as part of 

“Operation: Game Over,” an initiative with participa-

tion from Microsoft, Apple, Blizzard Entertainment, 

Electronic Arts, Disney Interactive Media Group, 

Warner Brothers and Sony.  Under state law, con-

victed sex offenders must register email addresses, 

screen names and other Internet identifiers with the 

state, and that information is made available to cer-

tain websites so they can purge potential predators.  

Operation: Game Over is the first time the law has 

been applied to online video game systems. Coordi-

nation between Attorney General Schneiderman’s 

Office, the State Division of Criminal Justice Ser-

vices and the gaming companies is being handled 

by Attorney General Schneiderman’s Internet Bu-

reau, under the supervision of Senior Advisor and 

Counselor to the Attorney General Gregory Krakow-

er, Assistant Attorney General Clark Russell and Ex-

ecutive Deputy Attorney General for Economic Jus-

tice Karla Sanchez.    

 

OHIO   

 Attorney General Mike DeWine’s Crime Vic-

tim Section is offering anti-bullying workshops 

across the state.  Cyberbullying 101 is a free, one-

day workshop for educators, social workers, law en-

forcement, prosecutors, victim advocates and other 

professionals.  It is designed to 1) provide education 

about bullying, with an emphasis on cyberbullying; 

2) provide an understanding of the legal implica-

tions of cyberbullying, including criminal and civil 

charges; 3) provide an understanding of policies 

and practices that impact cyberbullying; and 4) pro-

vide strategies and interventions when a cyberbully-

ing incident occurs.   
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OREGON  

 Attorney General John Kroger announced the 

arraignment of Catalin Dulfu on 30 counts of En-

couraging Child Sexual Abuse – 15 counts in the 

First Degree and 15 counts in the Second Degree.  

Senior Assistant Attorney General Michael Slauson 

is prosecuting the case.    

 

VERMONT 

 Attorney General William Sorrell announced 

that Glenn Canaday has been charged with one felo-

ny count and one misdemeanor count of possession 

of child pornography.  The felony count carries a 

prison term of up to five years, a fine of up to 

$10,000 or both.  The misdemeanor count carries a 

prison term of up to two years, a fine of up to 

$5,000 or both.  The charges resulted from a 

shared investigation between Attorney General Sor-

rell’s Office and the state Internet Crimes Against 

Children (ICAC) Task Force.  The affidavit filed with 

the court alleges that Canaday obtained child por-

nography over the Internet using peer-to=peer file 

sharing programs.      

 

VIRGINIA   

 Attorney General Ken Cuccinelli announced 

that James Deford, Jr. pled guilty to five counts of 

possession of child pornography and was sentenced 

to two years and 10 months imprisonment.  Deford, 

a former Virginia Commonwealth University Police 

Department officer, was identified through an under-

cover investigation into the trading of child pornog-

raphy over peer-to-peer networks on the Internet.  

An undercover Richmond Police Department officer 

came into contact online with someone making child 

pornography files available for sharing and down-

loaded six files of child pornography directly from 

Deford.  Officers executed a search warrant for 

Deford’s home and seized computer equipment con-

taining child pornography.  Deford then admitted to 

downloading and possessing the child pornography.  

Assistant Attorney General Tommy Johnstone prose-

cuted the case.        

  

IN THE COURTS 

SCOPE OF WARRANT:  CHALLENGE AS 

IMPERMISSIVELY BROAD 

Henson v. The State, 2012 Ga. App. LEXIS 159 

(February 16, 2012).  The Georgia Court of Appeals, 

First Division, affirmed the judgment, finding the 

search was not impermissively broad.  Daniel Hen-

son challenged the trial court’s judgment which de-

nied his motion to suppress child pornography imag-

es discovered by police during a search of his per-

sonal computer.  He argued that the search exceed-

ed the scope of the warrant which sought evidence 

of illegal drug transactions.  The warrant authorized 

a search for marijuana and items associated with 

drug distribution, such as packaging material, 

scales, marijuana smoking devices, cash proceeds 

and written and electronic records of illegal drug 

sales.  The court of appeals found that the trial court 

did not err in finding that the search did not exceed 

the scope of the warrant.  The warrant permitted the 

search of personal computers because electronic 

records of illegal drug transactions were listed in the 

items to be searched.  The officer searching Hen-

son’s computer did not engage in a fishing expedi-

tion but was instead looking for files of illegal drug 

transactions when he inadvertently found the porno-

graphic images.  The officer immediately halted his 

search until an additional warrant was obtained.  

The court found that the search of the computer was 

not impermissively broad and affirmed. 

 

MOTION TO SUPPRESS:  ASSUMPTION 

OF RISK       

U.S. v. Coates, 2012 U.S. App. LEXIS 3582 (3rd 

Cir., February 23, 2012).  The Third Circuit Court of 
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Appeals affirmed, finding defendant assumed the 

risk when he gave his cell phone to police.  Michael 

Coates met with a police officer after reporting that 

he was receiving threatening text messages.  He 

gave his cell phone to the officer so that he could 

look at the messages. While trying to retrieve the 

messages, the officer discovered images of child 

pornography.  Coates was charged with and pled 

guilty to production of child pornography by a parent 

and was sentenced by the U.S. District Court for the 

Middle District of Pennsylvania to 300 months’ im-

prisonment.  He appealed, challenging the denial of 

his motion to suppress the pornographic images.  

The Third Circuit held that Coates was not entitled to 

suppression of the evidence.  It found there was no 

search for Fourth Amendment purposes because 

Coates had no legitimate expectation of privacy in 

the contents of his cell phone.  Coates voluntarily 

gave the phone to the officer with no instruction as 

to using it, so he assumed the risk that the officer 

might find the pornographic images.  The judgment 

was affirmed.   

 

SEARCH INCIDENT TO ARREST:  WAR-

RANTLESS SEARCH OF CELL PHONE  

U.S. v. Flores-Lopez, 2012 U.S. App. LEXIS 4078 

(7th Cir. February 29, 2012).  The Seventh Circuit 

Court of Appeals affirmed, finding no violation of de-

fendant’s Fourth Amendment rights.  Officers arrest-

ed Abel Flores-Lopez on drug-related charges.  They 

then searched him and his truck and seized his cell 

phone from him.  At the scene of the drug sale and 

arrests, an officer searched each cell phone for its 

telephone number, which the government later used 

to subpoena three months of the cell phone’s call 

history from the telephone company.  The U.S. Dis-

trict Court for the Southern District of Indiana al-

lowed the call history to be admitted into evidence.  

Flores-Lopez was convicted of drug-related offenses 

and appealed the court’s decision to admit evidence 

obtained from the warrantless search of his cell 

phone.  The Seventh Circuit held that the warrant-

less search of his cell phone incident to arrest did 

not violate the Fourth Amendment because the 

search, which was limited to finding the phone num-

ber of the cellphone, was minimally invasive.  The 

court affirmed. 

 

CHILD PORNOGRAPHY SENTENCING:  

“NO HARM” ARGUMENT    

U.S. v. Klug, 2012 U.S. App. LEXIS 4094 (7th Cir. 

February 29, 2012).  The Seventh Circuit Court of 

Appeals affirmed, finding defendant’s sentence rea-

sonable and properly considered by the court.  Jo-

seph Klug pled guilty to producing and possessing 

child pornography.  The U.S. District Court for the 

Southern District of Illinois sentenced him to 384 

months in prison and he appealed, arguing his sen-

tence was unreasonably long.  Klug argued that no 

harm came to the children he filmed because there 

was no sexual contact, and thus his prison sentence 

was excessive.  The Seventh Circuit disagreed, not-

ing that Klug circulated his films on the Internet, 

causing serious harm to his victims and giving their 

images a permanent existence and the potential for 

endless replication beyond their control.  Even 

though the facial features in the images were 

cropped before Klug traded them, facial features 

are not the only basis for identification.  The sen-

tence imposed was not unreasonable in light of the 

evidence presented, and the sentence was affirmed.   

 

CHILD PORNOGRAPHY:  INADEQUATE 

SEARCH WARRANT AFFIDAVIT    

U.S. v. Kearney, 2012 U.S. App. LEXIS 4146 (1st 

Cir. February 29, 2012).  The First Circuit Court of 

Appeals affirmed, finding the affidavit in support of 

the warrant was sufficient.  Patrick Kearney ap-

pealed from a guilty plea to 17 counts of transporta-

tion, distribution and possession of child pornogra-

phy via the Internet.  He argued that the U.S. District 

Court for the District of Massachusetts erred in find-

ing the affidavit in support of the search warrant of 
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Kearney’s home to be adequate. He also challenged 

the award of statutory restitution to a victim. The 

Seventh Circuit also found the affidavit to be suffi-

cient, noting that the affidavit established that a 

particular IP address accessed the Internet ac-

counts that were used to send child pornography 

videos and photos to an Internet crimes investigator 

posing as a 14-year-old girl.  Thus, there was a fair 

probability that evidence of a crime would be found 

in Kearney’s home.  As to the award of restitution, 

the victim, a minor, was the subject of pornographic 

videos taken by Kearney, and the victim’s need for 

mental health treatment was reasonably foreseea-

ble at the time of Kearney’s conduct.  The judgment 

was affirmed.    

 

COMPUTER TAMPERING:  UNAUTHOR-

IZED ACCESS TO EMAIL ACCOUNT   

The People v. Janisch, 2012 Ill. App. LEXIS 134 

(Ill. App. March 2, 2012).  An Illinois appellate court 

found defendant violated the law when she entered 

an email account without authorization.  Barbara 

Janisch was charged with computer tampering un-

der Illinois’ Computer Crime Prevention Law, 720 

ILCS 5/16D-3(a)(2) after she accessed her ex-

husband’s personal email account and used the in-

formation from it to harass him.  A jury found her 

guilty, and she appealed, arguing that her conduct 

did not constitute computer tampering under the 

statute. The appellate court, fifth district, found that 

by entering her ex-husband’s email account without 

his authorization, Janisch violated the computer 

tampering law.  The court noted that Janisch un-

questionably obtained data, as defined under the 

statute, because she, who was not the account own-

er, obtained information that was in his personal 

emails by using his password without permission to 

enter his account.  The appellate court affirmed the 

judgment.     

 

 

CONSENT TO SEARCH:  PARENTAL AU-

THORITY     

U.S. v. Trejo, 2012 U.S. App. LEXIS 6113 (6th Cir. 

March 22, 2012).  The 6th Circuit Court of Appeals 

found that defendant’s parents had apparent au-

thority to consent to the seizure of the computers.  

Armando Trejo was convicted of seven counts of 

transportation of, and one count of possession of, 

child pornography in the U.S. District Court for the 

Eastern District of Michigan.  He appealed, arguing 

that the district court erred in denying his motion to 

suppress evidence from the two computers and in 

admitting testimony regarding a computer account’s 

history.  The appeals court found that the seizure 

and subsequent search of the two computers were 

lawful because Trejo’s parents had apparent author-

ity to consent to the seizure.  The computers were 

located in the dining room of their home; both par-

ents had access and used the computers on a regu-

lar basis; and the parents paid for the Internet con-

nection.  The parents’ apparent authority was not 

altered by the fact that Trejo had his own user pro-

file because the profile was not password protected.  

The district court did not err in admitting testimony 

about a computer account’s history because an al-

lowable inference from that evidence was that the 

account was in Trejo’s sole control when an image 

of child pornography was transferred and that trans-

fer occurred at a time when it was unlikely others 

were awake.  The court affirmed the district court 

judgment.    

 And see… 

 

FOURTH AMENDMENT:  FATHER’S CON-

SENT   

U.S. v. Clutter, 2012 U.S. App. LEXIS 6139 (8th 

Cir. March 26, 2012).  The 8th Circuit Court of Ap-

peals determined that the seizure of the three com-

puters was not constitutionally unreasonable.  Chris-

topher Clutter entered a conditional plea of guilty to 

receiving and possessing child pornography in the 
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U.S. District Court for the Western District of Mis-

souri.  He appealed, arguing that the district court 

erred in denying his motion to suppress the evi-

dence from the computers because his father had 

neither actual nor apparent authority to consent to 

the seizure of the three computers from the family 

home.  Clutter further argued that the government 

had presented no evidence that his father used or 

had electronic access to the computers.  The Eighth 

Circuit disagreed, concluding that the totality of the 

circumstances supported the district court’s deter-

mination that seizure of the three computers was 

not constitutionally unreasonable, based on the fa-

ther’s consent, the officers’ probable cause to be-

lieve the computers contained evidence of child por-

nography and their intent to obtain a search war-

rant.  The judgment was affirmed.     

 

INTERNET CHILD SEX CRIME STATUTE: 

“CONSTITUTIONALLY VAGUE”   

State v. Hamilton, 2012 Wisc. App. LEXIS 221 

(March 15, 2012).  The Wisconsin Court of Appeals, 

District One, found that the state Internet crimes 

against children statute was not “unconstitutionally 

vague.” An undercover police officer pretending to 

be a 14-year-old girl sent a message via a chat net-

work.  Justin Hamilton responded to the message 

using his cell phone and was arrested when he ar-

rived to meet the “girl” for sex.  He was found guilty 

after a bench trial of using a computerized commu-

nication system to facilitate a child sex crime, in vio-

lation of Wis. Stat. § 948.075(1r).  He appealed, ar-

guing the statute was unconstitutionally vague, but 

the appellate court disagreed, finding that a person 

of ordinary intelligence would know that Hamilton’s 

conduct involved the use of a “computerized com-

munication system” as proscribed by the statute.  

The lower court judgment was affirmed.     

 

 

FOURTH AMENDMENT: DELAY IN 

SEARCH WARRANT APPLICATION  

U.S. v. Burgard,  2012 U.S. App. LEXIS 6555 (7th 

Cir. April 2, 2012).  The 7th Circuit Court of Appeals 

ruled that the six-day delay in obtaining a search 

warrant was not so egregious that it violated the 

Fourth Amendment.  Joshua Burgard pled guilty to 

receiving child pornography in the U.S. District Court 

for the Southern District of Illinois, then appealed.  

He argued that the district court erred in denying his 

motion to suppress photographs found on his cell 

phone.  He contended that the officers seized his 

cell phone without a warrant and then took six days 

before applying for a search warrant.  The district 

court had found the delay in obtaining a search war-

rant was not unreasonable, and even if it were, the 

good faith exception to the exclusionary rule ap-

plied.  The Seventh Circuit found that the officers 

did not act with “perfect diligence” in delaying six 

days before obtaining a search warrant.  However, it 

also found that the delay was not so egregious as to 

make the search and seizure unreasonable under 

the Fourth Amendment.  The court said that while 

Burgard had a strong interest in possessing his cell 

phone, law enforcement interests were also strong, 

especially since the officers had probable cause to 

believe that the phone contained evidence of a 

crime.  Additionally, the delay in obtaining the war-

rant was not due to the officer’s abdication of his 

duties, but was because of the need to ensure he 

had all the necessary information.  The court also 

found that the district court erred in concluding that 

the good faith exception applied.  The district court’s 

decision was affirmed.  

 

AUTHENTICATION OF CHAT MESSAGES:  

TESTIMONY OF VICTIM 

U.S. v. Lebowitz,  2012 U.S. App. LEXIS 6859 

(11th Cir. April 5, 2012).  The Eleventh Circuit Court 

of Appeals held that the chat message printouts 

were properly authenticated by the minor’s testimo-
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ny.  Adam Lebowitz was convicted of producing child 

pornography and of attempting to entice a child to 

engage in unlawful sexual activity, and the U.S. Dis-

trict Court for the Northern District of Georgia sen-

tenced him to 320 months’ imprisonment on each 

count, to run concurrently.  Lebowitz appealed, argu-

ing that the district court erred in admitting into evi-

dence printouts of his Internet chat conversations 

with the minor.  The minor had testified that the 

printout of the messages was exactly what was on 

his computer, and although there was a section of 

the chat that was missing, the remainder of the chat 

was intact.  Although Lebowitz’ expert testified as to 

the possibility of alteration, he admitted that the 

substance of the chats was corroborated by email 

messages.  The district court determined that the 

government had made a prima facie showing of au-

thenticity, and admitted the printouts into evidence.  

The appeals court agreed, finding that the printouts 

were properly authenticated by the minor and were 

considered “original” for purposes of Federal Rule of 

Evidence 1002.  The convictions and sentence were 

affirmed.     

 

COMPUTER FRAUD AND ABUSE ACT:  

“EXCEEDS AUTHORIZED ACCESS”  

U.S. v. Nosal, 2012 U.S. App. LEXIS 7151 (9th 

Cir. April 10, 2012).  The Ninth Circuit Court of Ap-

peals found that the government’s interpretation of 

the Computer Fraud and Abuse Act (CFAA) would 

expand its scope beyond computer hacking to crimi-

nalize any unauthorized use of information obtained 

from a computer.  David Nosal, a former employee, 

asked his former coworkers to send him the compa-

ny’s confidential information which they were not 

allowed to disclose, even though they had access to 

the database.  Nosal was subsequently charged with 

five counts of violating the CFAA by aiding and abet-

ting those employees to exceed their authorized ac-

cess with the intent to defraud.  Nosal moved to dis-

miss, arguing that the CFAA was inapplicable to his 

conduct.  The U.S. District Court for the Northern 

District of California agreed and dismissed, and the 

government appealed.  The Ninth Circuit determined 

that the government’s interpretation of the CFAA 

would transform it from an anti-hacking statute into 

an expansive misappropriation statute.  The court 

found that the statute’s term “entitled” referred to 

how the person accessing the information obtained 

or altered it, while the company’s computer use poli-

cy used “entitled” to limit how the information was 

used once it was obtained.  The appeals court con-

cluded that Nosal’s conduct did not fit the statutory 

language.  It affirmed the district court judgment. 

Ed. Note:  This narrow reading of the statute conflicts 

with decisions of the Fifth, Seventh and Eleventh Circuits.                         

               

 

CYBER NEWS BRIEFS 

 

PEW REPORT:  USERS BETTER MANAG-

ERS OF SOCIAL NETWORKS  

 The Pew Internet and American Life Project 

released a report that concludes Internet users are 

assuming a more active role in managing and prun-

ing their social network pages.  Their study found 

that 63 percent of users have defriended someone 

on Facebook, as compared with 54 percent in 2009.  

Users are also monitoring the information that oth-

ers post to their profile, with 44 percent deleting 

comments made by their friends, up from 36 per-

cent in 2009.  Also, 37 percent have untagged 

themselves from an unflattering or inappropriate 

photo, compared with 30 percent in 2009.  The 

study found that women are more selective with 

their social network profiles, with 67 percent having 

removed friends, compared to 58 percent of men 

doing the same.  Fifth-eight percent of users have 

made their profiles private and only visible to 

friends, with women being more likely to set their 

profile to the most restrictive settings.  The study 

also learned that young people are more active than 
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their older counterparts in defriending.  The report 

can be accessed under http://www.pewinternet.org/

topics/socialnetworking. 

 

PA. COURT’S E-FILING SYSTEM OPENS 

TO PUBLIC  

 The First Judicial District (FJD) of Pennsylva-

nia’s e-filing system became available for public 

viewing for a fee, although parties and attorneys of 

record will not be charged to view the filings online.  

The FJD will charge ten cents per page plus a five 

dollar fee when checking out online.  Once the fil-

ings have been purchased, they are sent to a cus-

tomer via email in which the filings can be accessed 

through links embedded into the email.  Documents 

are not available through a web search on search 

engines because they will be behind the FJD’s fire-

wall.  There is still access to copies of filings at City 

Hall at the cost of fifty cents. 

 

CT CONSIDERS ONLINE CLIENT RE-

CRUITING 

 The Rules Committee of the Connecticut Su-

perior Court endorsed a revision that would allow 

lawyers and law firms to use online services that re-

cruit clients, provided they strictly adhere to the 

rules governing attorney advertising. Proposed Rule 

7.2 reads: “Notwithstanding the provisions of sub-

section (d), a lawyer and service may participate in 

an Internet-based client to lawyer matching service 

provided the service otherwise complies with the 

Rules of Professional Conduct.  If the service pro-

vides an exclusive referral to a lawyer or law firm for 

a particular practice area in a particular geograph-

ical region, then the service must comply with sub-

section (d).”  The subsection (d) cited requires firms 

that advertise to include the name of at least one 

lawyer admitted in Connecticut who is responsible 

for the advertisement’s content.  The Rules Commit-

tee will hold a formal public hearing, and the state’s 

judges will vote on the revision in June.    

WHITE HOUSE ROLLS OUT ETHICS.GOV 

 The Obama Administration launched Eth-

ics.gov, which is designed to “bring records and da-

ta from across the federal government to one cen-

tral location, making it easier for citizens to hold 

public officials accountable.”  The site is available to 

the public and allows anyone to access and search 

the database records.  It contains seven databases:  

1) White House visitor records; 2) Office of Govern-

ment Ethics travel reports; 3) Lobbying Disclosure 

Act data; 4) Department of Justice Foreign Agents 

Registration Act data; 5) Federal Election Commis-

sion individual contribution reports; 6) Federal Elec-

tion Commission candidate reports; and 7) Federal 

Election Commission committee reports.   

 

MICROSOFT GIVES DIGITAL TOOL TO 

LAW ENFORCEMENT 

 Microsoft, together with Swedish technology 

company NetClean, is giving law enforcement free of 

charge PhotoDNA, a digital tool that searches 

through massive amounts of online images to help 

identify instances of child pornography. Microsoft 

developed PhotoDNA with Dartmouth College.  The 

technology creates a digital fingerprint or unique 

identifier for digital images.  While PhotoDNA cannot 

identify individuals in the photos, it enables law en-

forcement to match one photo against another by 

creating the unique mathematical representation of 

a photo.  Thus, it helps investigators determine if a 

specific photo is new, as opposed to one that is be-

ing recirculated, enabling them to focus their efforts 

on child abuse perpetrators.   

 

VERIZON REPORT:  2011 WAS YEAR OF 

“HACKTIVIST” 

 The “Verizon 2012 Data Breach Investiga-

tions Report” underscores the rise of cyberhacking 

to advance political and social objectives, known as 

“hacktivism.” In 2011, 58 percent of data stolen 

http://www.pewinternet.org/topics/socialnetworking
http://www.pewinternet.org/topics/socialnetworking
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was attributed to hactivism, in contrast to previous 

years in which most attacks were carried out by cy-

bercriminals whose primary objective was financial 

gain.  Of the attacks covered in the report. 79 per-

cent were opportunistic.  Additionally, the report not-

ed that 96 percent of all attacks did not require ad-

vanced skills or extensive resources, and 97 per-

cent were claimed to be avoidable, without requiring 

expensive countermeasures.  The report also con-

tains recommendations that organizations can im-

plement to protect themselves.  The report also 

highlighted the international aspect of cybercrime.  

Breaches in 2011 originated from 36 countries, 

compared with 22 countries in 2010.  Nearly 70 

percent of breaches originated in Eastern Europe, 

with less than 25 percent originating in North Ameri-

ca.  The report noted that 98 percent of attacks 

were attributable to outsiders, with business part-

ners responsible for less than one percent of 

breaches.  In terms of attack methods, hacking was 

a factor in 81 percent of data breaches, and mal-

ware was used in 69 percent of breaches and 95 

percent of compromised records.  Further, the com-

promise-to-discovery timeline continues to be meas-

ured in months or even years, with 92 percent of 

breaches detected by third parties.  The Verizon re-

p o r t  m a y  b e  a c c e s s e d  a t  h t t p : / /

www.verizonbusiness.com/resources/reports/

r p _ d a t a - b r e a c h - i n v e s t i g a t i o n s - r e p o r t -

2012_en_xg.pdf. 

 

PILOT PROGRAM DESIGNATES IP EX-

PERT JUDGES 

 A 10-year pilot program in select federal dis-

trict courts aims to assign intellectual property cas-

es to judges with expertise in that area.  Under the 

program, patent cases will still be randomly as-

signed in participating districts.  However, a judge 

who does not wish to hear a case can decline it 

within 30 days, and it will be reassigned to another 

judge who has volunteered to try patent cases and 

has been designated to do so by the chief judge.  

Judges who decline patent cases will be assigned 

other civil cases in order to keep workloads even.  

To be eligible for the pilot program, courts had to 

either be among the busiest patent courts or agree 

to adopt local procedural rules for patent cases.  

Among the 14 district courts selected are the U.S. 

District Court for the Central District of California, 

with 1,270 intellectual property cases filed in the 

year ending March 2011; the U.S. District Court for 

the Eastern District of Texas, with 845 such cases; 

the U.S. District Court for the Southern District of 

New York, with 597 such cases; and the U.S. District 

Court for the Northern District of California, with 511 

cases.   

 

JUDGES CONCERNED OVER JUROR 

USE OF SOCIAL MEDIA 

 A national survey of federal judges finds that 

94 percent of those responding were concerned 

about juror use of social media and had taken pre-

ventive measures against it.  Only 30 of the 508 

judges who responded were actually aware of social 

media use during trial or deliberations, according to 

the survey conducted by the Federal Judicial Center 

and published in the March 2012 issue of the Third 

Branch newsletter.  The survey was conducted at 

the request of the Judicial Conference Committee on 

Court Administration and Case Management.  It was 

emailed to 952 active and senior district judges in 

the 94 district courts nationwide, with 53 percent 

responding.  Findings were consolidated in a report. 

“Jurors’ Use of Social Media During Trials and Delib-

erations.”  Most of the reported social media use 

involved Facebook and Google, with judges acknowl-

edging the difficulty of discerning whether jurors 

were improperly using social media.  In most cases, 

they were alerted by another juror. The most com-

mon remedy among the judges was to remove the 

juror.  The most common preventive measure, un-

dertaken by 317 judges, was to issue instructions 

explaining the reason for banning social media from 

the courtroom, although 147 judges also confiscat-

http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
http://www.verizonbusiness.com/resources/reports/rp_data-breach-investigations-report-2012_en_xg.pdf
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ed phones and other electronic devices during delib-

erations, and 113 judges took them away at the 

start of each day of trial. The report may be ac-

cessed at http://www.uscourts.gov/news/

T h e T h i r d B r a n c h / 1 2 - 0 3 - 0 1 /

Most_Federal_Judges_Warn_Jurors_About_Social_M

edia.aspx. 

 

BROADBAND USE GAP NARROWING  

 The Urban League issued a report finding 

that the broadband adoption gap between African 

Americans and Caucasians has narrowed from 19 

percentage points difference in 2009 to 11 percent-

age points in 2010.  Researchers recommend link-

ing broadband adoption to job and economic oppor-

tunities as the best way to encourage broadband 

use.  The challenges researchers identified include 

education and income deficiencies, with high school 

dropouts particularly troubling.  The report was fund-

ed by Time Warner and can be accessed at http://

w w w . t w c r e s e a r c h p r o g r a m . c o m /

TWC_WijewardenaReport.pdf. 

 

 

       LEGISLATIVE NEWS 
 

STATE 

Employer Requests for Social Media 

Passwords 

 MARYLAND.  On April 1, the Maryland Senate 

and House passed SB 433 and HB 964, respective-

ly, which prohibit an employer from requesting or 

requiring an employee or applicant to disclose a us-

er name, password or any other means of accessing 

an electronic personal account or service.  The bills 

also prohibit an employer from taking, or threatening 

to take, disciplinary action for an employee’s refusal 

to disclose such password.  It also prohibits an em-

ployer from downloading specified information. 

 

 CALIFORNIA.  On April 17, the Assembly Judi-

ciary Committee amended AB 1844, which would 

prohibit an employer from requiring an employee or 

applicant to disclose a user name or password for a 

social media account that person uses exclusively.  

The bill also states that an employer does not have 

a duty to search or monitor social media before hir-

ing an employee. 

 

Sex Offenders and Social Media   

 LOUISIANA.  On April 17, the Louisiana 

House unanimously passed HB 620, a bill that 

would ban from access to social media individuals 

convicted of a sex offense involving minors, pornog-

raphy involving juveniles, indecent behavior with 

juveniles, computer-aided solicitation of minors 

and/or video voyeurism. Violation would result in a 

jail sentence of up to 10 years without suspension 

of sentence or early release and up to a $10,000 

fine.  A repeat offense could carry up to a maximum 

fine of $20,000 and a minimum of five years and up 

to 20 years in prison without suspension of sen-

tence.  The bill has been referred to the Senate 

Committee on the Judiciary.    

 

Explicit Text Messages    

 LOUISIANA.  On April 18, the Louisiana Sen-

ate passed SB 686, a bill which would add the send-

ing of an unsolicited sexually explicit text message 

to the crime of obscenity.  If enacted, the bill would 

be effective on August 1, 2012. 

 

Advertising Commercial Sexual Abuse 

of a Minor 

 WASHINGTON.  On March 29, Washington 

Governor Christine Gregoire signed into law ESSB 

http://www.uscourts.gov/news/TheThirdBranch/12-03-01/Most_Federal_Judges_Warn_Jurors_About_Social_Media.aspx
http://www.uscourts.gov/news/TheThirdBranch/12-03-01/Most_Federal_Judges_Warn_Jurors_About_Social_Media.aspx
http://www.uscourts.gov/news/TheThirdBranch/12-03-01/Most_Federal_Judges_Warn_Jurors_About_Social_Media.aspx
http://www.uscourts.gov/news/TheThirdBranch/12-03-01/Most_Federal_Judges_Warn_Jurors_About_Social_Media.aspx
http://www.twcresearchprogram.com/TWC_WijewardenaReport.pdf
http://www.twcresearchprogram.com/TWC_WijewardenaReport.pdf
http://www.twcresearchprogram.com/TWC_WijewardenaReport.pdf
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6251, which would make the publishing, dissemina-

tion or display of any advertisement for a commer-

cial sex act that includes the depiction of minors a 

crime.  Violation of the law would be a class C felo-

ny, punishable by up to one year of confinement 

and/or a fine of up to $10,000.  The bill is now 

Chapter 138 of Washington Laws.         

 

FEDERAL 

Cybersecurity 

 On March 1, Senator John McCain (R-AZ) in-

troduced S 2151, a bill that would allow private enti-

ties to employ countermeasures to address cyberse-

curity and voluntarily disclose cyber security threat 

information.  It would require federal contractors to 

immediately disclose cyber threat information to the 

contracting agency and require that agency to then 

contact a cybersecurity center.  The bill would also 

prohibit state, local or tribal agencies from directly 

using such information to regulate an entity’s lawful 

activities. The bill has been referred to the Commit-

tee on Commerce, Science and Transportation. 

 

 On April 17, the House Committee on Intelli-

gence passed HR 3523, a bill sponsored by Repre-

sentative Mike Rogers (R-MI), that would require the 

Director of National Intelligence to establish proce-

dures to allow the intelligence community to share 

cyber threat information with private sector entities.  

The bill would also preempt any state statute that 

restricts or otherwise regulates any activity author-

ized by the bill.  The bill has been placed on the 

House calendar.    

 

Information Technology Research and 

Development     

 On March 22, the House Committee on Sci-

ence, Space and Technology passed HR 3834, a bill 

sponsored by Representative Ralph Hall (R-TX) that 

would  require federal agencies participating in the 

Networking and Information Technology Research 

and Development Program to prepare a five-year 

plan.  The bill has been placed on the House calen-

dar.  

 

23 STATES TO ATTEND 

CYBER TRAINING ON MOBILE 

DEVICES     

 

 Forty prosecutors from 23 different states 

are slated to attend “Roaming Criminals and Vanish-

ing Secrets:  Mobile Devices in Investigations and 

Prosecutions” on May 15-16, 2012 at the University 

of Mississippi School of Law in Oxford.  The training 

conference was developed under the partnership 

between the National Association of Attorneys Gen-

eral Training and Research Institute (NAGTRI) and 

the National Center for Justice and the Rule of Law 

(NCJRL) at the University.   

 The course is designed for prosecutors who 

have been working with digital evidence in their cas-

es.  Among the topics to be covered are: mobile 

phone data recovery, GPS tracking, searches of cell 

phones and cell site information and smartphone 

privacy and data security issues.  A full agenda is 

posted on the back of this eNewsletter (page 14). 

 This will be the 24th training conference de-

veloped under the NAGTRI-NCJRL partnership – the 

first having been given in February 2003 – so it is a 

good time to reflect on the resulting accomplish-

ments.  Courses have ranged from Cybercrime 101 

to advanced courses on spyware, combatting child 

pornography, cyber victims, phishing, digital evi-

dence, search and seizure and cybersecurity.  In to-

tal, approximately 1,200 prosecutors from Attorneys 

General Offices have been trained at these confer-

ences.           
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CONFERENCE AGENDA 

 

Tuesday, May 15, 2012 

 

     8:00 – 8:30 a.m.   

Registration  

 

8:30 – 9:00 a.m. 

WELCOME AND INTRODUCTION 

●Thomas Clancy, Director, National Center for Jus-

tice and the Rule of Law 

●Hedda Litwin, Cyberspace Law Chief Counsel, Na-

tional Association of Attorneys General  

 

     9:00 – 10:00 a.m.   

MOBILE PHONE SYSTEMS  

•Timothy Lott, Director, High-Tech Training Ser-

vices, SEARCH 

 

10:15 – 11:15 a.m. 

MOBILE PHONE SEARCHES AND  

CONSIDERATIONS  

•Timothy Lott, Director, High-Tech Training  

Services, SEARCH 

 

11:30 a.m. – 12:30 p.m. 

MOBILE DEVICE DATA RECOVERY PART  

•Michael Trotter, computer forensics examiner and  

investigator, National Computer Forensics Institute  

   

12:30 - 1:30 p.m. 

LUNCH 

   

1:30 – 2:30 p.m. 

MOBILE DEVICE DATA RECOVERY PART II 

• Michael Trotter, computer forensics examiner  

and  investigator, National Computer Forensics Insti-

tute   

 

2:45 – 3:45 p.m. 

GPS TRACKING AND THE FOURTH AMENDMENT   

●Thomas Clancy, Director, National Center for Jus-

tice and the Rule of Law 

•Priscilla Grantham, Senior Counsel, National Cen-

ter for Justice and the Rule of Law 

 

 

 

 

 

 

 

(May 15, continued) 

 4:00 – 5:00 p.m.  

SEARCHES OF CELL PHONES AND CELL SITE  

INFORMATION 

●Thomas Clancy, Director, National Center for 

Justice and the Rule of Law 

•Priscilla Grantham, Senior Counsel, National  

Center for Justice and the Rule of Law 

 

 

Wednesday, May 16, 2012  

  

8:30 – 9:30 a.m. 

EVIDENCE CONSIDERATIONS:  MOBILE  

PHONES  

•Don Mason, Associate Director, National Center 

for Justice and the Rule of Law 

   

 9:45 -10:45 am  

CELL PHONE SEARCHES AND JUVENILES  

• Mary Leary, Associate Professor of Law,  

Columbus School of Law at Catholic University   

 

11:00 a.m. – 12:00 noon          

SMARTPHONE DATA SECURITY  AND  

PRIVACY  

•Jeffrey Brown, author, CybercrimeReview.com  

  

12:00 noon – 1:00 p.m. LUNCH 

   

 1:00 – 2:00 p.m.  

CELLULAR NETWORKS AND TERRORISM:  

WHAT STATE AND LOCAL LAW ENFORCE 

MENT NEED TO KNOW  

•Stephen Pearson, Managing Partner, National 

Computer Forensics Technology Center  

  

2:15 – 3:00 p.m. 

A LOOK AHEAD FOR LAW ENFORCEMENT:   

WHAT’S ON THE HORIZON IN MOBILE  

DEVICES  

•Henry Scheimbob, Executive Director, Cyber 

Security and Fraud Operations, Verizon  

Information Services   

     

  3:45 – 4:00 p.m.   

WRAP-UP 

●Hedda Litwin, Cyberspace Law Chief Counsel, Na-

tional Association of Attorneys General  

 


